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Public hosting services provide convenience for domain owners to build web applications with better scalability
and security. However, if a domain name points to released service endpoints (e.g., nameservers allocated by a
provider), adversaries can take over the domain by applying the same endpoints. Such a security threat is called
“hosting-based domain takeover”. In recent years, a large number of domain takeover incidents have occurred;
even well-known websites like the subdomains of microsoft.com have been impacted. However, until now,
there has been no effective detection system to identify these vulnerable domains on a large scale. In this paper,
we fill this research gap by presenting a novel framework, HOSTINGCHECKER, for detecting domain takeovers.
Compared with previous work, HosTINGCHECKER expands the detection scope and improves the detection
efficiency by: (i) systematically identifying vulnerable hosting services using a semi-automated method; and
(i) effectively detecting vulnerable domains through passive reconstruction of domain dependency chains. The
framework enables us to detect the subdomains of Tranco sites on a daily basis. We evaluate the effectiveness
of HosTINGCHECKER and eventually detect 10,351 subdomains from Tranco Top-1M apex domains vulnerable
to domain takeover, which are over 8x more than previous findings. Furthermore, we conduct an in-depth
security analysis on the affected vendors, like Amazon and Alibaba, and gain a suite of new insights, including
flawed implementation of domain ownership validation. Following responsible disclosure processes, we have
reported issues to the security response centers of affected vendors, and some (e.g., Baidu and Tencent) have
adopted our mitigation.

CCS Concepts: » Networks — Cloud computing; - Security and privacy — Network security.

Additional Key Words and Phrases: public hosting service; domain takeover

“Corresponding Authors: Baojun Liu (Ibj@tsinghua.edu.cn) and Yiming Zhang (zhangyiming@tsinghua.edu.cn).

Authors’ addresses: Mingming Zhang, zmm18@mails.tsinghua.edu.com, Tsinghua University, Beijing, China; Xiang Li,
Tsinghua University, Beijing, China; Baojun Liu, Tsinghua University and Quan Cheng Laboratory, Beijing, China; Jianyu
Lu, QI-ANXIN Technology Research Institute, Beijing, China; Yiming Zhang, Tsinghua University, Beijing, China; Jianjun
Chen, Tsinghua University and Zhongguancun Laboratory, Beijing, China; Haixin Duan, Tsinghua University and Quan
Cheng Laboratory, Beijing, China; Shuang Hao, University of Texas at Dallas, Dallas, Texas, USA; Xiaofeng Zheng, Tsinghua
University and QI-ANXIN Technology Research Institute, Beijing, China.

This work is licensed under a Creative Commons Attribution International 4.0 License.
BY

© 2023 Copyright held by the owner/author(s).
2476-1249/2023/3-ART9
https://doi.org/10.1145/3579440

Proc. ACM Meas. Anal. Comput. Syst., Vol. 7, No. 1, Article 9. Publication date: March 2023.



https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://doi.org/10.1145/3579440

9:2 Mingming Zhang et al.

ACM Reference Format:

Mingming Zhang, Xiang Li, Baojun Liu, Jianyu Lu, Yiming Zhang, Jianjun Chen, Haixin Duan, Shuang Hao,
and Xiaofeng Zheng. 2023. Detecting and Measuring Security Risks of Hosting-Based Dangling Ddtnadns.
ACM Meas. Anal. Comput. Systl, Article 9 (March 2023), 28 pages. https://doi.org/10.1145/3579440

1 INTRODUCTION

Domain names serve to identify Internet resources and are adopted in multiple mainstream security
paradigms, such as digital certi cate applicatioA(] and email trustworthiness validation33 44.
Several high-pro le breaches, however, have shown the increasing prevalence and power of domain
takeover attacks. Adversaries can exploit the domains that are outside of their authority for
cybercrimes such as malware distribution, phishing, and certi cate forgi@§ {8 52, 6(. Dangling

DNS records, in which domain names are resolved to an expired domain or a discontinued service,
are the major cause of domain takeovetd. Attackers can compromise domains of prominent
companies (e.g., Microsof?]), media organizations (e.g., American Nev@)[ and political websites

(e.g., Donald TrumpZqg) by exploiting these dangling DNS records. We refer to domains with
dangling DNS records as dangling domains in this paper.

Hosting-based dangling domains (  gp: >g¢: A major source of dangling domains is discontinued
hosting services. Large organizations are increasingly hosting domains on public platforms, such
as cloud storage and content delivery networks (CDN), to improve scalability and security. The
platforms allocate ephemeral resources, named service endpoints , to serve customers' domain
names. Meanwhile, customers should prove their domain ownership and resolve their domains to
the allocated endpoints by con guring DNS records (e@NAMENdNS. This process is known

as custom domain connection . If a service is discontinued, the endpoints allocated for it will be
released and can be acquired by other customers. The released endpoints could be further exploited
by adversaries to initiate domain takeover attacks if the platform fails to correctly verify the domain
ownership and domain owners forget to purge obsolete DNS records.

Motivation. Although research e orts P9, 48 58 have been devoted to mitigating the security
threats of domain takeover, incidents are still on the rise, increasing by 25% from 2020 to2921 [
particularly when public services are involved. It motivates us to explore why domain takeovers
occur ceaselessly. Inthe end, we nd two research gaps in detectiag ~scFirst, there is no generic
method for discovering third-party hosting services. The service types and domain hosting strategies
o ered by public providers are highly diversell, with no uniform features for identifying
vulnerable services. Therefore, previous studies only focused on user-reported &iiséd with

ad hoc analysisjg. Second, an e cient detection system is absent for quickly digging ouip: >sc
across enormous domains in the wild. Because Tranco Top-1M dorhaige tens of millions of
subdomains, timely detecting gp. ssc@mong them is challenging. Prior detection methods mainly
relied on active DNS lookups, which are rather slow. This brings down detection e ciency [48].
Our study. We introduceHostingChecker , a novel framework that can assist in spotting hosting
services and e ciently detect vulnerable domains hosted on discontinued services (Section 4). It
overcomes the aforementioned challenges in the following ways. For the rst challenge, we design
a semi-automated service discoverer to expand the detection scope. We observe that public hosting
services share general domain features that can be automatically mined from passive DNS (PDNS)
data. Customers must resolve (i.e., point) their domains to the service endpoint domains to launch
a hosting service, which is referred to as the domain dependencies . Meanwhile, endpoints of
the same service use identical naming conventiénehich we term endpoint patterns . To this

end, we identify endpoint domain candidates with high domain dependencies and extract endpoint

Tranco is a research-oriented top site ranking list that mainly consists of apex domains. https://tranco-list.eu/methodology
2<prefix>.<service>.<location>.amazonaws.com , e.g.alice.s3.us-east-1.amazonaws.com .
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patterns using a novel Domain Su x Tree. For the second challenigestingChecker employs

a passive method to e ciently detect vulnerable domains. Instead of actively performing DNS
queries, it reconstructs domain resolution chains passively by leveraging a local PDNS dataset.
Experiments and ndings. We implementHostingChecker on a PDNS dataset containing 101
billion DNS responses. We then conduct a large-scale and longitudinal measurement study, i.e.,
101 rounds of measurements on the subdomains under Tranco Top-1M apex dorh&ifiom

Dec 16, 2021, to Jul 28, 2022 (Sectiohié3tingChecker takes approximately one day to process
each measurement round. Compared to previous studiestingChecker has a higher detection

e ciency and detects more vulnerable domains than other program§ [43 48 59. Below, we
highlight the major ndings of our analysis:

(i) A holistic characterization of public hosting services. UtiliziktpstingChecker , we discover
65 vulnerable services that can be leveraged for domain takeover, with 34 newly reported by us. Our
discovered vulnerable hosting services cover 52 public vendors, including popular vendors such as
Alibaba (4], Amazon [, and Cloud are [L(. Based on these services, we delve into their domain
hosting strategies to gain more insights for mitigating domain takeover threats. Speci cally, we
nd that public service providers employ diverse domain connection methods, e.g., by con guring
a DNSCNAMEcord. However, most (i.e., 7 out of 9) methods are vulnerable and could be exploited
for domain takeover. Although several providers have deployed domain ownership validation
(DOV) strategies for defense, we discover 4 awed implementations that can bypass DOV and a ect
the top 20 hosting vendors. In particular, some previously reported non-exploitable senaégs [
are found to be exploitable again. For responsible disclosure, we report vulnerabilities to a ected
vendors and receive con rmation from ten of them, including Amazon, Tencent, and Huawei.

(i) A longitudinal measurement of gp. sscamong high-pro le domain names. Through a 7-
month measurement study, we nd that hosting-based domain takeover threats are still prevalent.
In detail, 114,063 (1.0%) of all tested domains have been hosted on vulnerable services and 10,351
are gp:>sd8 more than previous ndings). In addition, popular apex domains are particularly
susceptible to such threats since they often deploy subdomains to public services. In our results,
the discovered gp. sgdbelong to 2,096 popular apex domains, including reputable universities
(e.g., Stanford and Rice) and companies (e.g., Baidu, Huawei, and Marriott). Through periodic
and large-scale measurements, we nd that such threats appear frequently and are long-lasting.
Speci cally, we observe that 270 newep. sgemerge per week on average, and 608p. sggdemain
vulnerable for over 5 days (36.3% for over a month), leaving a substantial window of time for attacks.
Moreover, by analyzing PDNS logs, we nd that 45.5%. >gcstill receive queries from 70 million
client IPs. Thus, timely detection is greatly needed to reduce the attack surface.

Contributions. In this study, we make the following contributions:

Detection systene present a novel and e ective frameworklostingChecker , that can
perform daily checks on tens of millions of subdomains. Because of its high e ciency and
coverage, it can help the security community mitigate hosting-based domain takeover risks.

Extensive measuremenifge deployHostingChecker on a large-scale PDNS dataset and
conduct a 7-month longitudinal measurement on Top-1M's subdomains. We detect 10,351
ep: >ssgWhich is 8 times more than previous study.
Systematic service inspection and threat analj&present the holistic characteristics of public
hosting services. We discover 65 vulnerable services, including 34 new ones, and new security
aws in hosting practices. In the end, we provide an in-depth understanding of the reasons
for hosting-based domain takeover and discuss best practices to support the community in
mitigating threats.
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2 BACKGROUND
2.1 DNS Basics

Domain name space. A Fully Quali ed Domain Name (FQDN) likéoo.example.comis presented
as a hierarchical tree, and each layer is organized within a DNS zone. The top of the hierarchy is
the root zone. Below the root is the Top-Level Domain (TLD, e@pm). Under TLDs, Second-Level
Domains (SLDs, e.gexample.con are open for registration from registrars (e.g., GoDaddy [11]).
The DNS community generally uses public su xed § or e ective TLDs (eTLDs) to refer
to the TLDs that are directly operated by registrars, such.e@mand.co.uk . Besides, it uses
apex domains, or apexes (i.e., eTLD+1), to represent the domains that registrants can apply for,
such asexample.com Registrants can create any subdomains for the apexes they control, e.g.,
foo.example.com. For convenience, we refer to all FQDNs under an apex domain as its subdomains.
DNS resource records.In the domain name space, resource records (RRs) are the information
entries associated with a certain domain name in DNS zone les. RRs associate domain hames
with their corresponding resolution results, which are referred to as tega elds of the RRs.
The authoritative DNS (aDNS) servers of a domain are responsible for managing the DNS RRs and
translating the domain name to other resources. Typically, domain owners can con gure the aDNS
servers and control the domain resolution process by setting DNS RRs. Common RRs irclude:
records (IPv4 addresses, elg2.3.4 ), CNAMEcords (domain alias, e.@lias.example.com ), NS
records (authoritative name servers), aM¥ecords (email servers).

2.2 Dangling DNS Records

Dangling DNS records are a collection of DNS RRs in which the targeted resources (i.@attéhe
elds) are invalid, having expired, been released, or never been deployed. Previous work has
identi ed four categories of security-sensitive dangling records [48]:

Dangling A records. They occur if some domains point to an IP address that can be acquired
by any person. For example, the IP address is in a shared IP pool of public cloud instances (e.g.,
Amazon EC2 and Microsoft Azure) and is deprovisioned.

Dangling CNAME records. They occur when a canonical domai€NAMEcords expires or
becomes available on a public hosting platform.

Dangling NS and MX records. They are also unsafe when name servers and mail servers can
be controlled due to expiration or troublesome service hosting. The threats caused by dangling
NS and MX records are more severe since all domains delegated to these vulnerable servers
can be taken over.

By exploiting these unsafe dangling records, adversaries can manipulate the targeted resources
in the DNS RRs and take over the domains that are not under their control.

3 PUBLIC HOSTING SERVICE AND STUDY SCOPE
3.1 Public Hosting Service

Because of their scalability, reliability, and security, public hosting platforms have become an
attractive option for deploying Internet applications. Statistics show that over 1.7M domains have
deployed websites using hosting platforms7. We simplify the steps for hosting a custom domain

on a platform in Figure 1(a). Assume a customer, Alice, subscribes to a hosting service and attempts
to add her domaingustom.alice.com , to the platform @). The platform must rst validate that

Alice is the domain owner (i.e., domain ownership validation). To enable this, Alice must con gure

a challenge token temporarily issued by the provider, such as by creatifig@record on the
authoritative server Q). After verifying the challenge recordX), the platform will allocate network
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Fig. 1. Procedures of domain hosting and threat model of hosting-based domain takeover.

resources known as service endpoints to serve Alice's domain Endpoints could be name servers,

IP addresses, or subdomains under the apex domains controlled by the platform. Assuming the
platform assigns &£NAMEnhdpoint (e.g.custom-alice.service.com ) to custom.alice.com , it

will then begin delivering content using its resource podl ] after con rming that the CNAMEcord

exists AA). It indicates the domain connection is successful.

Domain ownership validation (DOV). The person who registers a domain name is the domain
owner and can manage the domain's authoritative server. Customers can claim domain ownership
on a hosting platform in two ways. (i) DNS-based veri cation: providers generate a challenge token
and ask customers to con gure it in a DNS record (e @QNAME TX7. (ii) Web-based veri cation:
providers ask customers to upload a le containing a challenge token to a certain directory on the
website. Many Internet services now demand valid domain ownership, but there are no standard
practices [55].

Domain connection. We refer to the processe& andA as domain connection for simplicity.
Customers must update their DNS servers by adding DNS RRs pointing to the assigned endpoints.
Common connection methods include (i) delegating custom domains to the given name servers via
NSrecords, (ii) pointing the domains t&€NAMEsanaged by the provider, (iii) creatingrecords

that point to the services' IP pool, or (iv) combining the aforementioned methods.

3.2 Our Study Scope: Hosting-based Domain Takeover

Threat model. We focus on the threat model that attackers try to take over victim domains by
exploiting vulnerable public hosting services. In the following, we will refer to this threat as hosting-
based domain takeover" and relevant dangling domains gs. -gcAttackers can manipulate the
endpoints of the victim domains by deploying a new service on vulnerable platforms.

De nition of vulnerable service. In practice, providers may combine DOV and domain
connection into a single validation step, such as assigning unique endpoints to di erent customers
rather than verifying the presence of challenge tokens via an additional step. They choose endpoints
at random from a pool to ensure that each customer has a unigue allocation. Then the customer
who successfully connects a custom domain to the given endpoints is considered the domain owner.

In this situation, a hosting service is considered vulnerable to domain takeover if its DOV and
domain connection methods are awed. We categorize the aws into three groups. First, there is
no DOV for a hosted domain. Second, the employed DOV strategies can be bypassed. Third, the
platform performs DOV by allocating random endpoints and requesting customers to point domains
to them, however, attackers may apply the same endpoints as victims to pass DOV (this is known
as endpoint collision). For example, if the platform chooses endpoints from a small candidate pool,
attackers may perform endpoint collisions by simply creating many accounts. Attackers can claim
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